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WHEN THE FAMILY OFFICE
BECOMESTHE TARGET: CYBER
THREAT INTELLIGENCE AND
THE PROTECTION OF PRIVATE
WEALTH

By Benjamin Kunde, Executive Vice President and Head of
International Investigations, Interfor International and Don Aviv,
CEO, Interfor International

There is a client category that the cybersecurity and corporate
intelligence industry has spent years systematicaly
underserving. Family offices and the private wealth ecosystem
surrounding them (the lawyers, accountants, estate planners, and
wealth managers who collectively hold some of the most
sensitive financial and personal information) occupy an unusual
position in the threat landscape. They are, by the standards of
institutional finance, small. They lack the security budgets that
banks have. They rarely employ dedicated security staff. They
do not file incident reports with regulators in ways that generate
public statistics.

Family offices also control, in aggregate, extraordinary
concentrations of wealth, and they operate with a degree of
informality and a trust-based process that makes them, from an
adversarial perspective, considerably more accessible than the
institutions whose security posture they are routinely compared
against and found wanting.

The gap between the value of what family offices hold and the
sophistication with which most of them protect it is no secret.
Among the communities that think carefully about where to
direct criminal or state-adjacent intelligence effort, it is very
much an open one.

TheThreat |sNot Abstract

Private wealth advisory professionals occasionally encounter the
cybersecurity conversation as a technology problem. Something
for the IT provider to manage, a box to check in the firm's
insurance renewal, a set of password policies, and two-factor
authentication prompts that create friction without obviously
creating safety. That framing is understandable and almost
entirely wrong.

The threats that matter most to private wealth clients and their
advisors are not primarily technical. They are human. Social
engineering—the manipulation of people rather than
systems—accounts for the overwhelming majority of successful
financial fraud targeting high-net-worth individuals and the
professional networks that serve them. The technology is the
delivery mechanism. The actual vulnerability is trust, process,
and the reasonable human tendency to act on information that
appears to come from a known and credible source.

A wire transfer instruction that arrives from what appearsto be a
client's email address, referencing a transaction the advisor
knows is in progress, authorizing a payment to a new account
with a plausible explanation for the change: this is not a
sophisticated technical attack. It is a social engineering exercise
that exploits the advisor's existing knowledge of the client’s
affairs, the
relationship-driven practice, and the time pressure inherent in
genuine transactions.
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It works with remarkable frequency. The losses from individual
incidents routinely reach six- and seven-figure amounts. The
recovery rate, once funds have moved through the layered
account structures that professional fraud operations employ, is
poor.

Open Sour ce Intelligence and the Targeting Problem

Understanding why private wealth clients and their advisors are
effectively targeted requires understanding how targeting
decisions are made.

Criminal organizations and, at the more sophisticated end of the
threat spectrum, state-adjacent actors conducting financial
intelligence operations do not select targets randomly. They
conduct research. In most cases, the information they use to
build targeting packages is publicly available. It is drawn from
the same open sources that legitimate investigators use,
combined and anayzed with the same methodological
discipline.

A family office principal who serves on the boards of severa
charitable organizations, whose philanthropic activity is covered
in community press, whose adult children’'s professional
activities are documented on Linkedln, whose property holdings
arevisiblein land registry records, and whose legal and financial
advisors are identifiable through firm websites and professional
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directories has, without making any particular error, provided a
sophisticated adversary with most of what they need to construct
a convincing social engineering approach.

That approach might target the principal directly. It might target
an advisor. It might target a family member whose digital
footprint suggests they are less security-conscious than the
principal. It might target an executive assistant whose name and
role are visible on the firm's website and who has practical
access to financial systems that principals rarely operate
themselves.

The point is that the research precedes the attack by weeks or
months, and that it is largely conducted using information that
the target or their network has voluntarily published. Reducing
unnecessary digital exposure, understanding what information
about a family and its advisors is publicly accessible, and
making deliberate decisions about what should be, is a
meaningful risk reduction measure that requires no technology
investment whatsoever.

Thelnsider Dimension

The threat conversations advisors find most uncomfortable are
those involving people they know.

Insider threat—the risk that someone within the family office,
the advisory firm, or the professional network surrounding a
wealthy client will misuse their access—is statistically
significant and chronically underacknowledged in private wealth
contexts. The informality that characterizes many family office
environments, the longevity of staff relationships, and the
genuine loyalty that often exists between principals and
long-serving employees create conditions in which the controls
that institutional environments take for granted are frequently
absent.

A bookkeeper who has handled a family’s accounts for fifteen
years occupies a position of enormous trust. That trust is, in the
overwhelming majority of cases, entirely warranted. It isalso, in
the cases where it is not, exactly the quality that makes the
situation dangerous. Long-tenured, trusted employees with
financial access are a profile that appears with notable frequency
in both internal fraud investigations and post-incident analyses
of social engineering attacks that succeeded because an external
actor identified and cultivated an internal contact.

None of this argues for treating loyal staff as suspects. It argues
for maintaining process discipline regardless of the length of the
relationship. Controls exist not because anyone is distrusted but
because they protect everyone, including the employee who
would otherwise become the suspect when something goes
wrong.

The family office that has no segregation of duties because
everyone has worked together for twenty yearsis not amodel of
trust. It is a model of accumulated risk that has not yet been
tested.

Travel, Physical Security, and the Geopolitical Layer

Private wealth clients travel. They travel to conduct business, to
manage assets in multiple jurisdictions, to attend to family
members living abroad, and because the accumulation of
significant wealth tends to expand the geographic scope of alife
in ways that create real physical security considerations.

The threat environment they travel through is not uniform, and
the gap between how principals perceive it and what current
intelligence actually indicates is often substantial. Geopolitical
conditions shift faster than personal risk assessments are
updated. A jurisdiction that was straightforwardly safe for a
business visit three years ago may now present meaningful risks:
targeted harassment, device compromise at border crossings,
surveillance by state intelligence services with an interest in the
principal’s business activities, or physical security concerns in
specific contexts.

Traveling with devices containing sensitive client information
into jurisdictions where border agencies have legal authority to
compel device access, or where state-sponsored actors conduct
systematic intelligence collection against business visitors, is a
risk that most private wealth advisors have not formally assessed
and that amost none have briefed their clients about in a
structured way.

The practical measures that meaningfully reduce this risk are not
complicated. Traveling with clean devices that contain only
what is needed for the specific trip. Maintaining communication
hygiene in environments where interception is plausible.
Understanding before departure what the current threat picture
in a destination actually looks like, from a source with current
intelligence rather than a general travel advisory that is months
out of date.
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These are disciplines that major corporations apply to their
senior executives as a matter of course. They are almost entirely
absent from private wealth practice, where the individuals
traveling often control more sensitive information and more
transferable value than the corporate executives whose security
receives careful institutiona attention.

The Conversation Most Advisors Are Not Having

There is a version of this discussion that positions cyber and
physical security advisory as a product to be sold to wealthy
clients, another line on the family office services menu. That
framing misses something important.

The more compelling case is that advisors who understand the
threat environment their clients operate in and can speak to it
fluently occupy afundamentally different position in those client
relationships than advisors who cannot. Wealth preservation is
not only a tax and investment discipline. It includes the
protection of the information, the processes, and the people
through which wealth is managed and transferred.

An estate planning lawyer who understands that wire transfer
instructions need to be verified through a channel independent of
the one that delivered them (not because they distrust their
client, but because the threat of instruction fraud in high-value
transactions is documented and real) is providing a quality of
service that goes beyond technical legal competence.

An advisor who can tell a client, before a significant trip to a
complex jurisdiction, that their devices should be treated as
potentially compromised upon return and that certain
conversations should not happen on hotel Wi-Fi is adding value
that no amount of investment performance commentary can
replicate.

The threats facing private wealth clients and their advisors are
not going away. They are becoming more sophisticated, more
targeted, and more patient. The professional networks that serve
wealthy families are the attack surface. Understanding that
clearly, and responding to it serioudly, is increasingly part of
what it means to do thiswork well.
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